NMHOOPMALIMOHHAA NAMATKA
ONA OBYYAIOLLUXCA

C KaXXablM rogom mosiogeXum B MHTepHeTe CTaHOBUTbLCA 60l1bLLIe, a WKONbHUKN OOHU U3 CaMbIX aKTUBHDbIX
nonb3osartesielr PyHeTa. Mexay Tem, NMOMMMO OFPOMHOrO KO/IMYECTBa BO3MOMKHOCTEN, MHTEPHEeT HeceT W
npobaembl. 3Ta NAaMATKa A0NKHA NOMOYb Tebe 6e30nacHO HaxoAMTbCA B CETH.

KomnbloTepHble BUpYCbI

KomnbloTEPHbIW BUPYC - 3TO Pa3HOBUAHOCTb KOMMbIOTEPHbIX MPOrPamMm, OT/IMYMTE/IbHOW OCOHBEHHOCTbIO
KOTOPOW ABASETCA CMOCOOHOCTb K PasMHOMEHWI0. B gomosHeHWe K 3TOMy, BMPYCbl MOTYT MOBPeauTb UK
MOJIHOCTBbIO YHUUTOXWUTL Bce $aisibl U faHHbIe, MOAKOHTPO/IbHbIE MO/b30BaTE/N0, OT MMEHM KOToporo 6biia
3anyLLeHa 3aparkeHHas NPorpamma, a TakKe NoBpeauTb UK AaKe YHUUTOXKUTb ONePALLMOHHYI0 CUCTEMY CO BCEMMU
datnamm B Lesnom. B 601bLIMHCTBE CAyYaeB PacnpoCTPAHAIOTCA BUPYCbl YEPE3 UHTEPHET.

MeToAbl 3aLMTbl OT BPEAOHOCHbIX MPOrpamMmm:

1. Ucnonb3yit COBpPEMEHHble OMepaLMoHHbIE CUCTEMbI, WMEIOLWME CepPbe3Hblii YPOBEeHb 3aluTbl OT
BPEAOHOCHBIX MPOrpamm;

2. MNocToAHHO ycTaHaBAMBal NauTv (umMdpoBble 3annaTkM, KOTOPble aBTOMATUYECKM YCTaHaB/IMBAOTCA C
uenblo AopaboTKM nNporpammol) U Apyrve ob6HOBNEHUA CBOEN OMnepaLyoHHON cucTembl. CKaumMBall UX TONIBKO C
oduumManbHOro calita paspabotumka OC. Ecam cywecTByeT pexxum aBTOMaTUYECKOro 06HOBAEHMSA, BKIKOYM €ro;

3. PaboTali Ha cBoem KOMNbOTEPE NOL4 NpaBaMu NOJsb30BaATE/IA, @ HE aAMUHNCTPATOPA. 3TO He N03BOAUT
60/'IbLLIVIHCTBy BPEAOHOCHbIX NPOrpamm MHCTAaN/IMPOBATLCA Ha TBOEM NEPCOHA/IbHOM KOMMNbKOTEPE;

4. Ncnonb3yli aHTUBMPYCHbIE NPOrpamMHble MPOAYKTbl M3BECTHbIX NPou3BoAMTENEl, C aBTOMATUYECKUM
obHoBNeHMem b6as3;

5. OrpaHuub pU3MYECKnii JOCTYN K KOMNbIOTEPY A8 NOCTOPOHHUX /INL;

6. Mcnonb3yit BHEWHWE HocUTenn MHGOPMaLMK, Takne KaKk daeLlka, ANCK Uan Gpaiin U3 MHTepHeTa, TONbKO
N3 NPOBEPEHHbIX UCTOYHUKOB;

7. He oTKpbiBaii KomnbloTepHble ¢aibl, NONAyYEHHbIE M3 HEHAZEMKHbIX MCTOYHMKOB. [axe Te daiinbl,
KOTOpble Npucaan TBOM 3HAKOMbIN. Jlyuylle yTOYHM Y HEro, OTNPaBAAA 1N OH Tebe ux.

Cetn WI-FI

Wi-Fi - aTO He BMA nepegayn AaHHbIX, HE TEXHONOMUA, a BCEro Auwb 6peHa, mapka. Ewe B 1991 roay
HUAEepNaHACKas KomMnaHus 3apeructpupoBana bpeHa "WECA", uTo obosHauyano cnosoco4yeTaHune "Wireless
Fidelity", koTopblit nepeBoamMTCca Kak "6ecnpoBogHas TOYHOCTbL".

[o Hawero BpemeHW Aolna apyras abbpeBuaTtypa, KOTopas SABASETCA TaKOW Ke TexHosornen. IT1o
ab6pesmaTtypa "Wi-Fi". Takoe Ha3BaHMe HbINIO AaHO C HAMEKOM Ha CTaHAAPT BbiICLLEN 3BYKOBOM TeXHWUKM Hi-Fi, uTo
B NepeBoje 03Ha4aeT "BblCOKaA TOYHOCTL".

Oa, b6ecnnaTHbIN UHTEPHET-A0CTYN B Kacbe, OTENAX N a3PpOoNOoPTax ABNAETCA OT/INYHOM BO3MOXKHOCTbHO BbiIXO4a
B UHTepHeT. HO MHOrne akcnepTbl CHUTAIOT, YTO O6U.l,ep,OCTyI'IHbIe Wi-Fi ceT He siBnatoTca 6e3onacHbIMu.

CoBeTbl No 6e3onacHocT paboThbl B 06Le80CTyNHbIX ceTax Wi-fi:

1. He nepepaBaii cBo AMYHYO WHbopmaumio 4vepes obueaocTynHble Wi-Fi cetu. Pabotaa B Hux,
YenaTtenbHo He BBOAMUTbL MAapOv A0CTYNa, IOMUHbI U KaKne-To Homepa;

2. Mcnonb3yii 1 06HOBAAY aHTUBMPYCHbIE Nporpammsbl U 6paHamayep. Tem cambim Tbl 06e3onacuilb ceba ot
3aKauyKu BMpYyCa Ha TBOE YCTPOWUCTBO;

3. Mpwu ncnonbsosaHmm Wi-Fi oTkaoum oyHKumio "O6wmin goctyn K danam n npuHtepam”. aHHan pyHKUMA



3aKpbiTa MO YMOMYAHUIO, OAHAaKO HEKOTOpble MO/b30BaTeNn aKTUBMUPYIOT ee ANA yAobCTBa MCMO/b30BaHMA B
paboTe nan yyebe;

4. He ucnonb3yit nyb6anuHbiii WI-FI gna nepesayum AnUHbIX AaHHbIX, HANpUMeEpP AAA BbIXOAa B COLMasbHble
CETU WUIN B SNEKTPOHHYIO MNOYTY;

5. cnonb3yi ToNbKo 3amieHHoe coegmHermne yepes HTTPS, a He HTTP, T.e. npu Habope Beb6-aapeca BBoaM
umeHHo "https://";

6. B mobunbHom TenedoHe oTkAouM dyHKUMO "MogkntodeHmne K Wi-Fi aBTtomatmyeckn". He gonyckai
aBTOMATMYECKOro NoAKAYEHUA ycTpolicTBa K ceTam Wi-Fi 6e3 TBoero cornacus.

CoumanbHble ceTn

CouManbHble CeTM aKTUBHO BXOAAT B Hally *KM3Hb, MHOTME /toan paboTaloT U XKUBYT Tam MOCTOAHHO, a B
Facebook yxke 3apernctpupoBaH Muanvapz YenoBeK, YTO ABNAAETCA OL4HOW CeAbMOI BCEX KUTENen naaHeThbl.
MHorne nonb3oBaTeNIM He NMOHMMALIOT, YTO MHPOPMALMA, pasMeLLLEHHAA MMM B COLMANbHbIX CETAX, MOXET ObITb
HaliZleHa M UCMoJ/Ib30BaHa KeM YrofHO, B TOM YMC/ie He 0653aTesIbHO C 61arMmMmn HamepeHUAMM.

OcHOBHbIe coBETbI MO 6€30NacHOCTM B COLMANBbHbIX CETAX:
1. OrpaHnyb CNUCOK Apy3ei. Y Tebs B Apy3baAX He AO/IKHO ObiTb CyYaliHbIX U HE3HAKOMbIX /Il04el;

2. 3awMLLai CBO YaCTHYIO *KM3Hb. He yKasbiBai naponu, TenedoHbl, agpeca, AaTy TBOEro POXKAEHUS U
APYTYI0 IMYHYI0 MHPOPMaUMIo. 3N10YMbILINIEHHUKM MOTYT MUCNOJIb30BaATh AayKe MHGOPMALMIO O TOM, KaK Tbl U TBOM
POAUTENN MAAaHUPYETE NPOBECTU KaHUKYbI;

3. 3almLLait CBOO penyTauMmio - AePKM ee B YNCTOTe U 3aaaBai cebe Bonpoc: xoTen bbl Tbl, YTOOLI Apyrve
Nno/ib30BaTeNIM BUAEM, YTO Thbl 3arpyrKaewwb? MNogyman, npexae Yem Yto-To onybankoBaTb, HAaNUCaTb U 3arpy3nTb;

4. Echvi Tbi roeopuib C Mt0oAbMun, KOTOPbIX HE 3HAElWb, HE VICﬂOﬂbByﬁ CBO€ peasibHOEe nmAa 1 Apyryro 1M4Hyro
MHq)OpMaLI,MVIZ MMA, MEeCTO XXUTEIbCTBA, MeCTO yqe6b| nnpoyee;

5. U3berait pasmelleHuns ¢potorpaduii B UHTEpHeTE, rae Tbl M306paXKeH Ha MECTHOCTU, MO KOTOPOM MOXKHO
onpeaenvTb TBOE MECTONOJIOKEHUNE;

6. |_|pl/l perncrtpauunm B cou,maanoﬁ cetn HEO6XO,£I,MMO MCNO/1b30BaTb C/I0XKHbIE Naposn, cCoCcToAlmne U3 6yKB
n LI,Md)p M C KOINYECTBOM 3HAKOB He MeHee §;

7. Ona cou,maanoﬁ CeTun, NoYTbl N gpyrmux canTos H806XO,CI,MMO MCNO/Ib30BaTb pasHble Naponun. Torga ecnm
Tebs B3/10MalOT, TO 3/1I0YMbIWNEHHUKN NMONy4HaT AO0CTYN TO/IbKO K OAHOMY MeCTY, a HE BO BCe Cpa3y.

3HEKTpOHHbIe AEHbrn

3!'IeKTpOHHbIe AEHbIN - 3TO O4YEeHb y,[],OﬁHbIVI cnocob nnatexen, OAHAKO CyWwecTBYHOT MOWWEHHWKN, KOTOpPbIE
XOTAT NONYYUTb 3TU OAEHBIN.

3I'IeKTpOHHbIe AeHbrn NoOABUINCb COBCEM HEANABHO U MMEHHO M13-3a 3TON0 BO MHOIUX rocyaapcreax 4o CUX
Nnop He NPOoNNCaHO NPO HMUX B 3aKOHaXxX.

B Poccum ke oHM GYHKLMOHUPYIOT 1 O HUX Y¥Ke NMPOMNMCaHO B 3aKOHE, rae UX pa3aenatoT Ha HECKOIbKO BUA0B
- aHOHUMHbIE U He aHOHMMHble. PasHMLA B TOM, YTO aHOHUMHbIE - 3TO Te, B KOTOPbIX paspellaeTca NpoBoaUTb
onepauumn 6e3 mMaeHTUPMKALMM NOMb30BATENA, @ B HEAHOHUMHbIX UAEHTUPUKALMA Mosb30oBaTena ABAAeTCA
obAsaTeNbHOM.

Takke cnegyeT pasanyaTb 3SNEKTPOHHble ¢uaTHble AeHbrn (paBHbl FOCYAAPCTBEHHbLIM BaaloTam) W
3/1eKTPOHHbIe HeduUaTHble AeHbrM (He paBHbl FOCYAapPCTBEHHbIM BalloTam).

OCHOBHble coBeTbl N0 6be3onacHom pa60Te C 9/1eKTPOHHbIMU AeHblrammu:



1. MpuBAXKKN K cHETY MOBUNBHBIN TenedoH. ITo cambiii yA06HbIM 1 BbICTPbIM cNOCOb6 BOCCTAHOBUTbL A0CTYN K
cyeTy. MpuBaA3aHHbIA TenedoH NOMOXKET, ecnn 3abyaellb CBOM NAATEXHbLIA Mapoab WAW 3algellb Ha CaWUT C
HEe3HaKOMOro YCTPOMCTBa;

2. Ucnonb3yin oaHopa3osble naposun. Mocie nepexofda Ha YCM/IEHHYIO aBTopu3aumio Tebe yxe He Byaer
YrpoKaTb ONAaCHOCTb KPaXkM MAKM NepexsaTa NaaTeXxHoro napons;

3. Bbibepu cnoKHbIM naponb. MpecTynHUKam byaeT He NPOCTO yraAaTb C0XKHbIM Naposib. HageKHble naponu
- 3TO NapOo/iM, KOTOPbIE COAEPKAT HE MeHee 8 3HAKOB M BKAOYALOT B cebs CTPOUHbIE M NPONUCHbIE BYKBbI, LNPbI
N HECKO/IbKO CUMBOJI0B, TakMe KaK 3HaK Aonnapa, pyHTa, BOCKAULATENbHbIN 3HaK 1 T.N. Hanpumep, StRONg!;;

4. He BBOAW CBOM /INYHbIE AaHHble HA CaMTaX, KOTOPbIM He A0BepsAeLlb.
ONeKTPOHHAA NnoyTta

DNEeKTPOHHAA Mo4yTa - 3TO TEXHO/OTMA W MPeAOoCTaB/fAEMble el YCAYrM Mo MNepecbiike U MONyYeHUIo
3NEKTPOHHbIX COOBLLEHWNI, KOTOPbIE pPacnpenensatoTca B KOMMNboTepPHOM ceTu. OBbIMHO 3/1EKTPOHHbIM NOYTOBbIN
AWMK BbITNAAUT CAeaylowmMm obpasom: MMA_MO0b30BaTeNA@MMA_AOMeHa. TaKKe Kpome nepegaym npocToro
TEKCTa, MMEeeTCsi BO3MOXKHOCTb nepeaasaTtb daitnbl.

OcHoBHble coBeTbl No 6e30nacHoM paboTe ¢ 3/1eKTPOHHOM NOYTOI:

1. Hazo BbI6paTb NpaBu/IbHbIN NOYTOBLIV CEPBUC. B MHTEpHETE eCTb OrPOMHbIN BbI6OP HecnIaTHbIX MOYTOBbIX
CEepPBMCOB, OAHAKO Jlyylle AOBEPATb TEM, KOTO 3HaeLb W KTO NEePBbIA B PENTUHTE;

2. He vyKkasbiBalhi B JIMYHOM nouTe JAuMdHylo WHPopmaumio. Hanpumep, Ayywe  BbibpaTtb
"My3blKanbHbIN_paHaT@" nam "pok2013" BmecTo "Temall";

3. Mcnonb3yi ABYX3TanHyo aBTopu3aLmio. ITo Korga NoOMMMO Naposia HYXKHO BBOAMUTb KO, NPUCLIaemMblit
no SMS;

4. Bbibepu CNoXKHbIN Napob. [aa KaxKA0ro noYToBOro ALMKa 40AKeH OblTb CBOM HaZEXKHbIN, YCTONYMBBIN K
B3/10MY Napob;

5. EcAm ecTb BO3MOXKHOCTb HanucaTb camomy CBOW INYHbIN BOMpoOC, VICI'IOI]b3y171 3TY BO3MOXHOCTb,

6. Micnonb3yli HECKONBbKO NMOYTOBbIX AWMKOB. [epBbI 414 YAaCTHOMN NEPEnucKM C agpecaTamu, KOTOPbIM Tbl
foBepsiewb. ITO 3NEeKTPOHHbIV aZpec He Hago MCNONb30BaTb NPU PErMCTPaLUN Ha popyMmax M caiTax;

7. He oTKpbiBalt daiinbl U ApYrUe BNOKEHUA B MUCbMAX, AaXKe eCM OHW NPULLAK OT TBOUX Apy3ei. Jlyywe
YTOYHW Y HUX, OTNPABAAAN N OHW Tebe 3Tu dainbl;

8. Nocne okoH4YaHMA pPaboTbl Ha NOYTOBOM CepBuce Nepes 3aKpbITUeM BKAAAKM C caliTom He 3abyab HaXKaTb
Ha "Bbiitn".

KnbepbynnmHr uam BUpTyasbHOE U3[EeBaTe/NIbCTBO

KnbepbynnunHr - npecnegoBaHue COOBLLEHUAMM, COLEPHKALLMMMN OCKOpPBAEHMA, arpeccuto, 3anyrmBaHue;
XYJIMraHCTBO; coLMabHOe BOMKOTUPOBAHNE C MOMOLLBIO PA3IMYHbIX MHTEPHET-CEPBUCOB.

OcHoBHble coBeTbl No 6opbbe ¢ KnbepbynanHrom:

1. He 6pocaiica B 60M. Jlydwinin cnocob: NnocoBeToBaTbCA Kak ceba BECTU M, eCIN HET TOro, K KOMY MOXKHO
06paTMTbCA, TO BHAYasie YCNoKoMTbCA. ECIM Tbl HayHeL b OTBeYaTb OCKOP6AEHUAMU Ha OCKOPHAEeHUA, TO TO/IbKO
ele 60nblue pasorKKeLlb KOHPAUKT;

2. Ynpasnsi cBoelt KubeppenyTtauuei;
3. AHOHMMHOCTb B CETU MHUMaSA. CyLLECTBYIOT CNOCOObI BbIACHUTb, KTO CTOUT 338 aHOHUMHbIM aKKayHTOM;

4. He cTOUT BECTM XY/JUTaHCKMN 0bpa3 BUPTYasibHOM XU3HU. NHTepHET dUKCUMpyeT Bce TBOM AEUCTBUA U



coxpaHsaeT ux. Yaanutb ux byaet KpanHe 3aTpyAHUTENbHO;
5. Cobntogali cBOKO BUPTYasibHYIO YECTb CMOOAY;

6. UrHopupyin eguMHUYHbIN Heratme. O4HOpPA30Bble OCKOPOUTE/IbHbIE COOOLEHNA Ay4lle UIHOPMPOBATb.
O6bI4HO arpeccma NpeKpaLLaeTca Ha Ha4yanbHOW CTaAnu;

7. BbaH arpeccopa. B nporpammax obmeHa MrHOBEHHbIMW COOBLIEHMAMMU, B COLIMAJbHLIX CETAX €CTb
BO3MOHOCTb B/IOKMPOBKM OTNPABKN COODLLEHMI C ONpeaeeHHbIX aipecos;

8. Eciv Tbl cBUAeTens KnbepbynnmHra. TBou gencTeumA: BbICTYNUTb NPOTUB NpecaefoBaTenNs, NoKasaTb eMy,
YyTO ero AencTBUs OLEHWBAIOTCA HEraTMBHO, MOAAEPXKaTb KEepPTBY, KOTOPOM HyXHa MCUXONOTrMYECcKas NMOMOLb,
COOOLWMNTb B3POC/bIM O HaKTe arpecCcMBHOrO NOBEAEHUSA B CETH.

Mo6unbHblii TenedpoH

CoBpemeHHble cMapTdOHbI U NAaHLWeTbl COAEeP AT B cebe BNOMHE B3pOC/blA QYHKLMOHA/, U Tenepb OHM
MOTYT KOHKYPMPOBATb CO CTALMOHAPHLIMKU KOMMbloTepamu. OfHaKO, CPeACTB 3alUMTbl A8 NOLOOHbIX YCTPOMNCTB
NoKa o4YeHb Mano. TecTMpoBaHMe U NOUCK YA3BMMOCTEN B HUX NMPOUCXOAUT He TaK MHTEHCUBHO, Kak gns MK, To ke
caMoe KacaeTca M MOBUIbHBIX MPUIOKEHUN.

COBpeMeHHbIe MobUNbHbIE 6pay3epbl yXe TMpPaKTU4eCKn AOO0rHajanm HacCTto/ibHblE adAHanorm, OA4HaAKOo
pacumpeHune dDYHKLI,MOHaﬂa B/ieYeT 3a coboit 6OJ'IbLUYIO C/IOXKHOCTb U MEHBLLWIYIO 3alUNLLEHHOCTD.

[aneko He Bce NPOM3BOAMTENN BbINMYCKalOT OOHOBNEHMWSA, 3aKPbIBAOWME KPUTUYECKME YA3BMMOCTU AA
CBOWX YCTPOWCTB.

OcHoBHble coBeTbl AN 6e30nacHOCTN MOBUIbHOTO TEIIECI)OHaZ

Huyero He ABnaetca no-HacroAwemy b6ecnnaTHbIM. By,ﬂ,b OCTOpPOXEH, BeAdb Korga Tebe npegnaratoTt
6ecnnaTHbIM KOHTEHT, B HEM MOTYT 6bITb CKPbITbl KAKME-TO N1IaTHbIE YCNYTH,

[ymaii, npexae yem otnpasuTb SMS, ¢poTo unm Buaeo. Tbl TOYHO 3HAELW b, IAe OHW ByayT B KOHEYHOM MTore?
Heob6xoaMmo 06HOBAATL ONEPALLMOHHYIO CUCTEMY TBOETO CMapTHOHa;
Mcnonb3yli aHTUBMPYCHbIE NPOrpaMmbl 418 MOBUbHbIX TenedoHOB;

He 3arpy>i<al7| npunoxXeHna OT HEU3BeCTHOro MUCTOYHUKa, Bedb OHU MOryT cogep»atb BpeaOoHOCHOe
nporpammHoe 066CI’I€H€HM€;

Mocne Toro Kak Thbl Bbliiaellb C caiiTa, rae BBOAMA ANYHYIO MHbOPMaLUMIO, 3alaAN B HACTPOKKN Bpay3sepa 1
yaanu cookies;

Nepuoanyecku ﬂpOBepﬂVI, KaKune nnatHble YCAYrn aktTuBnpoBaHbl Ha TBOEM HOMEPE,;
Ll,asaﬁ cBOW HOMmep MOBUNBHOrO Te}'led)OHa TONIbKO NH0AAM, KOTOPbIX Tbl 3HaelWlb 1 KOMY A0BepAELlb;

Bluetooth aonkeH 6bITb BbIKNOYEH, KOFAa Tbl UM He Nonb3yelbea. He 3abbiBali MHOrAa NPOBEPATL 3TO.
Online urpbl

CoBpemeHHble OHMANH-UTPbI - 3TO KPAaCOUHble, 3aXBaTbliBalOLLME Pa3BieYeHNn, 06beaMHAIOLLIME COTHU ThiCAY
yesioBeK No Bcemy mupy. Mrpoku nccaegytoT AaHHbIA UM MUpP, 06LWLAOTCA 4PYr C A4PYTOM, BbIMOAHAIOT 3a4aHus,
CPaXkaloTcA C MOHCTPaMM M MOAYYAlOT OMNbIT. 3a YAOBOALCTBME OHW MAATAT: MOKYNaloT AWCK, OMJaynBatloT
aboHeMeHT Uan NpMo6pPeTaloT KaKMe-To ONUUMN.

Bce 3TM cpeacTBa MAyT Ha MoAdeprkaHWe W pasBUTME WIPbl, a TakXKe Ha camy 6e30nacHoCTb:
COBEPLLEHCTBYIOTCA CMCTEMbI aBTOPU3aLMMK, BbINyCKalOTCA HOBble NaTun (UmMdpoBble 3anaaTku AAA NPorpamm),
3aKpbIBaOTCA YA3BUMOCTU CEPBEPOB.



B I'IOLI,O6HbIX nrpax CToOnT onacatbCA He CTOJZIbKO CBOUX COMEPHUKOB, CKOJIbKO KpaXXn TBOEro napo/sia, Ha
KOTOPOM OCHOBaHa CUCTEMa aBTOpU3aLnn bonblIKHCTBA urp.

OcHoBHble coBeTbl N0 6€30MacHOCTM TBOEFO UIPOBOrO aKKayHTa:
1. Echuv gpyroi urpok Beaet cebsa naoxo uam cosgaet Tebe HenpuATHOCTU, 3a6/I0KMPYI €ro B CNIUCKE UTPOKOB;

2. Noxanyica agMMHUCTPaATOPaM MUrpbl Ha N1I0X0E NOBeAeHME 3TOMO UIPOKa, KeNaTe/IbHO MPUIOKUTb KaKkue-
TO A0OKa3aTe/bCTBa B BUAE CKPUHOB;

3. He yKasbiBai an4Hyo nHbopmaumio B npodainae urpbl;
4. YBarkalh ApyrMx y4acTHUKOB MO Urpe;

5. He yctaHaBauBalt HeodpuLManbHble NATYN U MOAbI;

6. Vicnonb3yi cnoxHble 1 pasHble Naponu;

7. [Naxe BO BpEMA Urpbl HE CTOMT OTK/OYaTb aHTUMBMUPYC. MOKa Tbl UTpaellb, TBOM KOMMNbIOTEP MOTYT 3apasuTb.
DULIMHT UK KParKa IMYHBIX JAHHbIX

O6bl4yHOM Kpameﬁ AeHer U AOKYMEHTOB CerogHA y»xXe HUMKOro He ygmsullb, HO C pPa3BUTUEM UHTEPHET-
TEXHONOMNM 3/10YMbIWNEHHUKN NEepeMECTUIUCL B UHTEPHET, N NPOA0/IXKAKT 3aHUMATbCA "nobumbim" Aenom.

TaK nosBWaacb HOBAsA Yrpo3a: MHTEPHET-MOLEHHNYECTBA UAN QULLMHT, TNaBHAsA Le/ib KOTOPOro COCTOUT B
NnoJlyYeHUn KoHPUAEHLMANbHBIX AAHHbIX NOJ/b30BaTeNEN - IOTMHOB M Naponeit. Ha aHraninckom ssbike phishing
yutaetca Kak ¢uwmHr (o fishing - pbibHan noena, password - naponb).

OcHoBHble coBeTbl No 6opbbe ¢ GUWUHIoM:

1. Cnegu 3a cBOUM AdKKAQyHTOM. Ecau bl noao3peBaellb, YTO TBOA aHKETaA 6bina B3/10MaHa, TO H606XOAVIMO
3a6I'IOKM|OOBaTb eeun C006|J.I,VITb AOMUHUCTPATOPam pecypca 06 3TOM KaK MOXHO CKopee;

2. MCI’IOJ’Ib3VVI 6e3onacHble Be6-C3ﬁTbI, B TOM Yncne, UHTEPHET-MaraanHoOB U MOUCKOBbIX CUCTEM;

3. MCI’IOJ’Ib3VVI C/I0OXKHblIE€ U pa3Hble nNapoaun. Taknm 06pa30M, ecnu Tebs B3/10MaloT, TO 3/10YMbIWNEHHUKN
nony4yat A0CTyn TOJ/IbKO K O4HOMY TBOEMY npod)mmo B CETU, A HE KO BCEM,

4. Echu TebAa B3IOManu, To HeobxoaAMMO NpeaynpeanTb BCEX CBOMX 3HAKOMbIX, KOTopble A06aB/ieHbl y Tebs
B ApYy3bAX, O TOM, YTO Tebsi B3/1IOMann U, BOSMOXKHO, OT TBOEro MMeEHU ByaeT pacchblaTbCa CNam U CCbIIKM Ha
OUWINHTOBbIE CaNTbI;

5. YcTaHoBM HaaeKHbI naposib (PIN) Ha MOBUNbHbIN TenedoH;
6. OTKNtOYM coxpaHeHMe napons B 6paysepe;

7. He oTKpbIBalt daiinbl U ApYrUe BNOMKEHUA B MUCbMaX, AaXKe eCv OHW NPULLAM OT TBOMX Apy3eit. Jlydwe
YTOYHW Y HUX, OTNPABAAAN N OHW Tebe 3Tn dainbl.

Uudposan penytauusa

Undposan penyTaums - 3To HeraTMBHAA WAM NO3UTMBHasA MHbOpMaLma B ceTu o Tebe. KomnpomeTupytowas
MHbOpPMaLMs, pasMeLLeHHas B MHTEPHETE, MOXKET cepbe3HbIM 06pa3om OTPA3MTbCA Ha TBOEW PeasibHOM HKU3HW.
"Undposas penyTtauma - 3To TBOM UMUK, KOTOPbIN dopmUpyeTca U3 MHPopmMaLmnmn o Tebe B UHTEpHETE.

TBOE MeCTO XUTenbCcTBa, yLIE6bI, TBOE CI)MHaHCOBOE nonoxeHue, ocobeHHOCTH XapaKTepa U pacCkasbl O
6/IM3KMX - BCe 3TO HaKaN/IMBaeTCcs B CETU.

MHorve noapoCTKM SIErKOMbIC/IEHHO OTHOCATCA K nybavkaumMm andHon uHdopmauum B UHTepHete, He
NMOHMMas BO3MOKHbIX MOCAEACTBMIA. Thl flayke HEe CMOMKelllb A0rafaTbCa 0 TOM, YTo doTorpaduma, pasmelleHHasa 5



NeT Haszag, cTana NPMUYMHOM OTKa3a NPUHATL Teba Ha paborTy.

KommeHTapuu, pasmelyeHune TBonx potorpaduii n gpyrme AeincTBmMA MOryT HE MCHE3HYTb AaXKe Noc/e Toro,
KaK Tbl MX yAanuwb. Tbl HE 3HAELWb, KTO COXPaHWA 3Ty MHPOPMaLMIO, MOMana M OHa B MOWUCKOBbIE CUCTEMbI U
COXpaHMAacb /1M OHa, a FMaBHOE: YTO NOAYMAIOT O Tebe OKpy»KatoLme NtoaM, KOTopble HalayT U yBUAAT 3T0. HanTu
MHPOPMALMIO MHOTO SIeT CMYCTA CMOKET /1tob01 - Kak 13 AobpbIX NOBYXKAEHWUNM, TaK U C HAMEpPEHNEM NPUUYNHUTD
Bpes. ITO MOXKET bbITb KTO YrogHO.

OcHoBHble cOBeTbI NO 3aLmTe LMbPOBON penyTauum:
1. Mogymaii, npexae yem 4YTo-To Nyb6/IMKoBaThb U NepedasaTh y ceba B 6/10re nam B coLMaibHOM CETY;

2. B HacTpoitkax npoduns ycTaHOBM OrpaHUYEHMA Ha NPOCMOTP TBOEro Npoduas U ero CoAepXMMOro,
caenan ero TonbKo "ans gpysen”;

3. He pa3meLuai 1 He yKasbiBali MHGOPMaLMIO, KOTOPasA MOXKET KOoro-nnmbo ockopbaatb nam obuKaTb.
ABTOpCKOE nNpaBso

CoBpemeHHble WKOJbHMKM - aKTUBHbIE MOAb30BaTeNM LMPPOBOro NpocTpaHcTea. OAHAKO AaNeKo He Bce
3HalOT, YTO MO/Ib30BAHWE MHOTMMWU BO3MOMKHOCTAMU UMPOBOrO MuUpa TpebyeT cobaoaeHMs MpaB Ha
WHTENNEKTYaIbHYIO0 COBCTBEHHOCTD.

TepMMH "VIHTEI'II'IEKTyaI'IbHaﬂ COBCTBEHHOCTL" OTHOCUTCA K Pas3MYHbIM TBOPEHUAM YHYeNoBeYeCKOro yma,
Ha4nHaA C HOBbIX M306pETEHI/Iﬁ M 3HAKOB, O603Ha‘-IaI-OLLI,MX COBCTBEHHOCTb Ha NPOAYKTbI U yCNyrn, n 3akaH4mMBan
KHUramm, (bOTOI'pa(bMFIMM, KMHOd)MJ'IbMaMM M My3blKaJIbHbIMU Npoun3BegeHnamun.

ABTOpCKMG npaBa - 3TO NpaBa Ha UHTENINNIEKTYA/IbHYIO COBCTBEHHOCTb Ha npon3sseneHnAa Hayku, imtTepaTtypbl
N NCKYCCTBa. ABTOpCKVIe npaBa BbICTYMNatkOT B KAYECTBE rAPaHTUN TOro, 41O VIHTenﬂeKTyaﬂbHbIﬁ/TBOp‘-IECKVIﬁ TPYA
aBTOpa He GYAGT HanpacHbIMm, AacCT emMmy CnpasensinBble BO3MOXHOCTU 3apa60TaTb Ha pe3ynbTaTtax CBOEro Tpyaa,
nonyynTb MU3BECTHOCTb W NPU3HaAHUE. Hukto 6es3 pa3pewieHnA aBTOpa HEe MOXKEeT BOCNpoM3BOAUTb €ro
npousseneHume, pacnpocTpaHATh, I'Iy6J'IM‘-IHO AEMOHCTPNPOBATb, NPOAABaTb, MMMNOPTUPOBATL, MYCKATb B NMPOKaT,
I'Iy6J'IVI‘-IHO MUCNONHATD, I'IOKa3bIBaTb/MCI'IOIIHF|Tb B 3¢Mpe U pasmellaTtb B MHTepHETe.

Ucnonb3oBaHue "I'lMpaTCKOI'O" nporpammHoro obecneyeHuns moxeT npunBecTn K MHOTUM PUCKaM: OT NoTepu
AaHHbIX K TBOMM aKKayHTam 40 6ﬂ0KMpOBKM TBOEro yCTpOﬁCTBa, roe yCraHoBJieHa HenerasibHaAa nporpamma. He
CTOUT TaKXe 3a6bIBaTb, YTO CYyLLECTBYHOT Ziera/ibHble U 6ecnnaTHble nporpammeol, KOTOpble MOXXHO HaWTK B CETMU.

O noprane
CeTeBMYOK.pO - TBOM FNABHbIV COBETYMK B CETU. 34ECb Tbl MOMKELLb Y3HaTb 0 6€30MaCHOCTM B CETM MOHATHbIM

W AOCTYMNHbIM A3bIKOM, @ NP BO3HUKHOBEHWUW KPUTUYECKOW CUTYaLMmM o6paTUTbCA 3a COBETOM. A TaKKe NPUHATbL
y4yacTue B KOHKYpCax M CTaTb CaMbiM LMPPOBLIM rpakaaHnHOM!



